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Research on the Deep Learning Method Based on Data Feature
Relevance and Adaptive Differential Privacy

KANG Hai-yan, WANG Xiao-shi
(Information Security Department , Beijing Information Science and Technology University , Beijing 100192, China)

Abstract: In the deep learning privacy protection based on differential privacy, the length of the training period and
the allocation of the privacy budget directly restrict the utility of the deep learning model. In the existing methods of deep
learning combined with differential privacy, the model training cycle is limited and the budget allocation of a large number
of feature privacy is unreasonable, which leads to poor security and availability of the model. We propose a method of deep
learning methods based on data feature relevance and adaptive differential privacy (RADP). First, the method uses the layer-
by-layer correlation propagation algorithm to calculate the average correlation of each feature parameter and the output re-
sult on the original data set on the pre-trained model and uses the information entropy-based method to calculate the average
correlation of each feature parameter. According to the privacy metric, the Laplace noise is adaptively added to the average
correlation; on this basis, according to the average correlation of each feature parameter, the privacy budget is allocated rea-
sonably, Laplace noise is added to the feature parameters; finally, theoretical analysis shows that the method proposed in
this paper satisfies e-differential privacy and take into account security and availability. Based on the experimental results
on 3 real datasets MNIST, Fashion-MNIST, and CIFAR-10, the accuracy and average loss of RADP are better than those of
the AALM (Adaptive Laplace Mechanism) method ,the DPSGD (Differential Privacy with Stochastic Gradient Descent)
method and the DPDLIGDO (Differentially Private Deep Learning with Iterative Gradient Descent Optimization) method.
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Moreover, the stability of RADP method can still be maintained well.
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