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Abstract: Cloud-edge computing for the Internet of vehicle (CEIoV) can support real-time access and service re-
quests of large-scale vehicles. In order to ensure the security of its internal resources, vehicle identity usually needs to be
validated before it can access CEIoV. However, because the vehicle itself is in the running state and moreover its comput-
ing, storage and communication resources are limited, the existing identity authentication protocol cannot be directly ap-
plied to authenticate a running vehicle in CEIoV. Therefore, this paper proposes a lightweight continuous authentication
(LCA) protocol to realize vehicle authentication and guarantee the security of CEIoV internal resources. LCA is designed
based on chameleon Hash function, whose implementation requires simple cryptographic operations and is easy to be de-
ployed on the resource-limited devices. By using random oracle model, the semantic security of LCA is proved strictly. At
the same time, the experimental results show that LCA has lower computational and communication costs in the continuous
authentication process compared with prior schemes.
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LCA DY AEH AT 8KB SARM £ Arduino Mega 2560
AT W 4 PR R AR E A 115 200, 5 YRR
B PR nano-ecc ™ I BigNumber“s] , PEFE secp256 1E
THETFES LR A B 45

F245 T LCA MRBSURUH Al 5 ZZ At T4 . d

T Y LA AN EE 3 FNEL S TR , T B4R Y, LCA B
P SLIUE B B 2 1 38 15 F A AR L B SR 3 45t

B4 AR
LCA 11 2 560 bits, {H J5 T 2 75 2 ik — 4501 2RI AT 6
T A RHIEAT S AGIE 5 DG AR PE, LCA 7 22 v L
ABARATHE SRS, H A5 5 MEC [R]85 455K, A
I 5 SR IE D) S b A1, 25 5 0 .

x2 HHAHLE

B TEMRRIE ROBFTRYE]/ms
[5] 2T,  +2T, +3T, 12180
[6] 18T, +4T, +T. 24 599
(7] 167, 384
[8] 187, +4T., 24512

LCA 5T, +3T, 39

F3 BERFLE
BIYIAIE HIAE
WREE | EEAF | BAAK | EEGH
[5] 10 1 600 bits 5 800 bits
[6] 6 1 536 bits 2 800 bits
[7] 3 896 bits 4 416 bits
[8] 6 2 338 bits 2 512 bits
LCA 10 2 560 bits 1 160 bits
HeAs ik [5]
3000 ik (6] —
2500 ek [7]
ik [8]
2000
mLCA
1500
1000
500
0 |
WIVNIE A T fi FIEE {5
5 A G L
REGEF AT ] -

T, ~3 ms(INLIZH) ;
T,,~ 6 ms(FEIEHAE) ;
T, ~ 24 ms(SHA-256 WA 7 PR ;
=34 ms(BLYIEE ) ;

. ~6020 ms(ECC £7%);
T.. . ~87ms(ECCHNILIZEH).
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