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Abstract: Micro-grid is a distributed small-scale power generation and distribution system, which has realized the cir-
cular flow of electricity through adjacent energy trading according to the different needs of prosumers. In order to develop
optimal price and transaction strategies in energy trading of micro-grid, we proposed a double sealed bid (DSB) auction
scheme according to the characteristics of consortium blockchain. Except met key economic properties (individual rationali-
ty, budget balance, and so on), this scheme would determine the final winner based on the users’ offers, bids, volumes, aver-
age price and other factors. In the meanwhile, in order to protect the personal privacy of users in the auction process, we pro-
posed the blockchain-based differential privacy (BDP) algorithm based on the differential privacy theory and the characteris-
tics of the DSB auction scheme, which was satisfied with differential privacy demands and mean validity through privacy
analysis and data validity analysis. Finally, we applied the BDP algorithm to the DSB auction scheme and realized a safe
and efficient double energy auction privacy-preserving scheme—differential privacy-based double auction on blockchain
(DPDAB), which not only developed the optimal price and transaction strategy but also protected the users’ privacy in the
process of auction. In addition, we analyzed the influence of the BDP algorithm on auction data and the data computation
time overhead on the auction scheme through experiments, and proved the validity of the DPDAB scheme in terms of aver-
age benefit, user satisfaction and social welfare through comparative experiments.
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