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Abstract: The transferability of adversarial samples is crucial for attacking unknown models, providing feasibility for
adversarial attacks in practical scenarios. Existing transfer attacks tend to indiscriminately distort features to degrade predic-
tion accuracy of the source model. However, they overlook the intrinsic features of objects in the images. Inspired by exist-
ing work on feature importance extraction, this paper proposes a method termed multi-layer accumulated gradient attack,
which disrupts crucial object-aware features that dominate the model decision. Specifically, this paper introduces the itera-
tive accumulated gradients to quantify feature importance, which are highly correlated with the target object and helpful to
improve transfer attacks. Furthermore, combining attacks across various intermediate layers, this paper finally achieves
multi-layer accumulated gradient attack. Compared with the best performing method, experimental results demonstrate a
more efficient performance of the proposed one, the attacking success rates of which are comparable as to the normally
trained models while increased by 2.6 percentage points as to the defense models.
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AR UG RS Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-152 Vgg-16 Vgg-19
MIm" 63.7 54.3 51.6 99.8% 89.4 74.0 70.6
DM 79.9 72.6 69.9 99.6% 94.2 86.3 85.0
PIM™" 67.0 53.5 49.9 100.0* 90.0 82.0 81.2
PIDIM™"! 82.9 77.0 71.3 99.6% 95.4 91.8 89.4
NRDM"' 72.8 67.3 58.6 97.0% 82.2 77.7 79.0
fies-50 FDAM 56.5 50.5 48.3 93.8* 70.6 70.5 67.7
FIA" 86.5 81.2 77.4 99.8% 96.9 88.4 91.3
FIA+PIDIM' 92.8 88.6 86.5 99.6%* 97.5 96.3 95.5
MAGA 85.0 79.2 77.8 100.0* 96.5 90.3 89.6
MAGA+PIDIM 92.9 89.6 89.8 99.7% 98.4 96.5 95.9
MIM 57.0 48.2 45.8 90.7 99.8* 72.9 73.0
DIM 80.4 72.1 724 95.1 99.6% 88.3 87.8
PIM 65.7 56.5 50.8 922 99.8%* 83.1 82.4
PIDIM 82.0 76.7 76.7 95.9 99.7+ 90.9 90.0
Rew 152 NRDM 64.5 58.8 51.2 87.7 95.1% 79.4 79.1
FDA 60.4 52.4 47.8 85.1 95.1% 74.7 75.0
FIA 85.3 81.1 778 96.8 99.5% 90.2 90.2
FIA+PIDIM 89.7 86.1 85.6 97.7 99.6% 95.7 94.5
MAGA 82.0 76.4 75.9 96.6 99.9% 87.7 86.4
MAGA+PIDIM 90.7 86.4 86.9 97.7 99.8%* 94.8 94.7
MIM 100.0* 41.4 38.9 33.1 29.6 38.5 38.2
DIM 99.3% 64.3 59.4 40.8 36.1 47.4 46.5
PIM 97.7% 55.8 51.4 53.2 46.4 61.6 60.5
PIDIM 97.8% 70.4 66.5 61.7 56.0 57.6 56.1
s NRDM 98,3 67.8 59.8 47.6 37.2 49.8 50.5
FDA 98.8% 71.6 66.2 48.3 37.2 51.9 52.8
FIA 98,3 83.5 80.6 70.4 64.9 71.4 73.3
FIA+PIDIM 98,7+ 87.8 85.6 79.6 74.6 82.2 83.5
MAGA 99.8% 723 722 60.6 53.6 60.1 55.2
MAGA+PIDIM 993 88.9 87.3 79.3 75.4 80.3 78.8
MIM 80.2 81.1 74.3 88.1 83.7 99.9% 96.6
DIM 87.0 86.9 80.8 91.6 87.5 99.6% 98.3
PIM 83.9 81.8 75.6 90.0 85.6 99.7% 98.6
PIDIM 89.2 88.6 84.4 93.9 90.5 99.8% 98.9
NRDM 73.4 72.6 56.9 77.6 73.0 92.9% 90.9
Vee-l6 FDA 76.1 76.4 63.8 80.2 78.1 94 4 94.9
FIA 95.7 95.6 923 96.9 94.5 99.8% 99.5
FIA+PIDIM 96.6 97.5 93.4 97.9 95.6 100.0* 99.6
MAGA 95.3 94.7 91.1 96.2 94.8 100.0* 99.7
MAGA+PIDIM 96.9 97.1 94.3 98.2 97.2 100.0* 99.9
MIM 81.3 82.1 76.4 87.0 84.1 97.0 100.0*
DIM 87.5 86.5 81.0 90.3 88.1 98.7 99.9%
PIM 84.0 82.3 73.7 89.5 85.3 98.8 100.0*
Vgg-19 PIDIM 90.7 89.6 85.2 93.5 91.1 99.6 99.9%
NRDM 77.0 743 60.5 77.0 73.5 92.0 92.6%
FDA 79.8 78.7 68.1 81.5 80.3 95.2 96.2%
FIA 94.2 95.0 91.4 95.2 93.3 99.5 99.8
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TEA Y UG R=R7Y Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-152 Vgg-16 Vgg-19
FIA+PIDIM 95.7 96.1 92.5 96.4 95.6 99.7 100.0*
Vg 19 MAGA 95.2 95.2 91.8 95.9 94.8 99.8 99.9%
MAGA+PIDIM 96.8 96.3 94.3 97.8 97.0 99.8 100.0%
T B RIS 5 — A o T H AR " TR TG, o B PREEUR IR 52 R AR ZE 1 o, 38 02 SR R Rl Zprii.
F2 AEBHFRI B EER A BRI &R A %
AR A UG R=R7N Adv-Inc-v3 Adv-IncRes-v2 Ens3-Inc-v3 Ens4-Inc-v3 Ens-IncRes-v2
MIM*®! 40.5 37.0 40.3 41.4 27.0
DIM"®! 60.6 56.3 58.7 56.5 40.4
TIM"™ 425 37.1 45.0 44.7 36.8
PIM™! 46.3 42.7 48.8 49.6 36.8
TIDIM!! 54.0 48.4 54.8 57.5 45.5
Rewso PIDIM™! 59.7 533 57.2 58.5 44.0
NRDM"' 51.2 37.9 44.8 41.7 32.0
FDAM 36.9 25.6 32.1 29.0 19.0
FIA® 72.2 63.3 65.4 63.4 48.1
FIA+PIDIM' 84.6 75.9 77.4 75.0 63.7
MAGA 729 65.2 67.3 65.3 527
MAGA+PIDIM 85.3 83.0 82.1 81.6 73.1
MIM 36.8 34.6 36.1 37.3 22.0
DIM 54.2 54.7 53.3 50.3 33.5
TIM 413 37.3 432 475 34.1
PIM 40.4 39.0 47.0 51.8 38.6
TIDIM 524 483 57.4 60.8 46.4
Rewl52 PIDIM 61.1 55.2 60.5 59.9 49.9
NRDM 55.1 37.9 43.8 0.5 34.2
FDA 49.0 31.5 38.5 39.2 25.4
FIA 70.1 66.7 61.4 60.3 41.7
FIA+PIDIM 86.0 82.3 80.9 80.1 69.5
MAGA 71.9 67.5 67.4 69.1 58.4
MAGA+PIDIM 84.9 82.5 81.6 80.4 73.8
MIM 229 17.3 15.5 15.8 7.6
DIM 25.7 24.2 17.8 20.7 10.0
TIM 32.1 26.5 29.8 324 224
PIM 34.3 30.3 33.1 38.4 25.9
TIDIM 40.6 36.9 40.6 423 30.4
_— PIDIM 36.1 28.8 25.6 28.3 15.0
NRDM 27.0 18.8 9.3 115 5.5
FDA 19.8 12.9 9.1 12.4 5.1
FIA 54.5 54.9 439 42.0 235
FIA+PIDIM 58.6 55.5 37.1 37.6 21.0
MAGA 40.7 38.8 33.9 32.8 17.3
MAGA+PIDIM 53.4 56.1 4.3 435 245
MIM 64.1 60.8 64.1 64.3 44.7
Va6 DIM 70.0 66.2 70.2 67.6 49.8
TIM 52.6 46.2 55.2 55.4 41.7
PIM 51.8 42.9 50.1 56.3 39.7
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PR UG =R7Y Ady-Inc-v3 Adv-IncRes-v2 Ens3-Inc-v3 Ens4-Inc-v3 Ens-IncRes-v2
TIDIM 59.2 47.9 59.3 60.4 477
PIDIM 747 65.6 73.7 72.6 582
NRDM 67.2 57.7 65.2 66.2 55.3
FDA 70.8 58.5 65.1 66.7 55.8
Vge-16 FIA 87.8 86.3 85.6 86.0 70.8
FIA+PIDIM 95.3 90.9 92.9 91.0 86.4
MAGA 90.6 86.7 89.3 88.9 81.9
MAGA+PIDIM 94.9 92.8 94.2 92.9 87.8
MIM 70.2 64.8 69.1 69.4 575
DIM 72.0 715 74.9 73.7 60.7
TIM 54.9 48.4 56.0 59.9 46.5
PIM 62.7 55.5 59.7 70.4 53.9
TIDIM 61.3 50.3 61.2 60.0 45.8
V19 PIDIM 72.0 63.5 69.2 70.9 57.0
NRDM 66.0 57.6 64.2 65.0 53.4
FDA 75.2 62.3 70.8 69.3 577
FIA 92.0 84.9 88.4 87.2 80.5
FIA+PIDIM 92.5 86.7 89.7 90.0 82.1
MAGA 91.7 86.4 89.3 87.6 81.5
MAGA+PIDIM 94.0 91.0 93.2 92.7 86.7

TE 55— 2 R AT, B — 478t E AR L R i 2 R LA S Hh s, 58 A i 4 SR N Rk bRal.

4.2.1 MNFEBINGERKHLE

AR SCHEAE SCHR 20 T (1 SE IR &, PIM T =10, y=
16, PIDIM H =2.5, =2, W Fh J5 12 1 5 S A K/ &, =3.
XF T MAGA Bl 2B A0 F : Vge-16 1179 Conv3_3,
Conv4_3, Conv5_3; Vgg-19 1 ) Conv3_4, Convd 4,
ConvS_4; Inc-v3 H1 1 Conv2d_4a, Mixed_5b, Mixed_5Sc,
Mixed_6a, Mixed_6b; Res-50 | block1 F11 block2 B f% 5
—JZ ;Res-152 H block 1 1 block2 # H J5 — = .

MFE IR, AEERB I MAGA J5 kB B AL F
75 %, 4 S AE DL Vigg-16 F1 Vag-19 Ry AR Y, T oy
TRINFRIGLAE90% LA - . MAGA J7 ¥t ml LIAR 28 5 i hv
FF A 7 ik ik — 20 48 = iR 1%, W MAGA+PIDIM &
MAGA 1 PIDIM Y44 (f=2.5,y=2 Fl k,=3). Al L& H)
fE4E MAGA 5 PIDIM 45 & 4 e fe Bl i AR e 0R . i
JE PR A PIDIM — 5 #2 B 1Ok 1T 8080 189 6 1) Oy =0k
P2 RFHUREAS I AT SR PR 2. FIA J7 il 2o W S5 4R 1
CAWN IR R S s B QU Rt i S W N T o M
S BRI R IE B R 5 | ety | AR T 2 e
s ) 7 204 B B L T B E A . T AR SO R R
SR B R a8 %) =X, TR 5 PIDIM s S5 A0S )5 7
AR L FTA+PIDIM 7] AAS £ AR o b AR

SESAT T AR SO R A ik ) T R )
RPLE T 9.8 A 43w, HL TR A O BUREAR AT

BNk B R EAT A, MAGA AH b FIA A3 R K 11 3 i
e . A SC I NVIDIA GeForce GTX 1080Ti & 5 A
Veg-16 4 AR PEA I , FIA A2 5 1 000 5K X Hif:
AT R 767 s, 1 MAGA IS4 366 s.

4.2.2 FFREER M E K8

PR T B AR AR 2 28 2k X e I 5, DR LG X 6 e
REAS 26 B0 AR o 1 6 PR AE PIM AR, A SCREAE SC
MRL20 A s, RAsi sl a I, K o & ] fig 235 e 2ol B
TR (R PERE . PIM M LA & i & B=10,9=16,k =
7. % T MAGA Wi ()2 EFE T : Vegg-16 Y Convl_
2, Conv2_2, Conv3_3, Conv4_3, Conv5_3; Vgg-19 H
Convl_2, Conv2_2, Conv3_4, Conv4_4, Conv5_4; Inc-V3
H1 %) Conv2d_4a, Mixed_5b, Mixed_5¢, Mixed_6a, Mixed_
6b; Res-50 §1 block1 F1 block2 [ % 5 — /2 ; Res-152 /7
block 1 Fll block2 )% 5 —)Z .

W 2 7R , MAGA F1AH i 1) MAGA+PIDIM (B=
2.5,y=2 Fll k,=7) B2 A WUAS DL T sl AT 0 55 oAt A% 458 T
. IR AR SO AR B A Ty i 0 B i)
FYEE T I8 TANEH I (AR A2, LR a5 R W
7R, AN SCH 1 LA Inception-V 3 A YRR Y A% 4 o5 35 R AR 458
T HAB B A — 2 (PR RE 221/, 1 2800 L 7 A7
LA Inception-V3 > VEHAR 4 3t 47 Mg < isf [ B s B 1 1 .
B RE T B, X AEAR KRR B L ERIE T SCEk 6] X F
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B A 2% B RE B Pk Z IR R 2538 . B, AR A
Z RS R A0 7= A T EL m SRS M I 0 BT AR AR (T4 2
RN 35 BN AR (9 73 JORG BE ) A >S40 FH Vg 284 Ry
R TR Bk BRUAS: T3 e ) el D) 2R ol R ASE R A Ay
BN A4 19 Inception W 26 B, TN B 3t 4 g A ABE 70 1)
Jad B . Ak, 4500 X Inception-V3 AY M5 /2 356 45 17
)5, R MAGA AT FIA A —E S 3 HA ST
1% MAGA+PIDIM £t 2 5 FIA+PIDIM HUf5 T 4RI #Y Bdy
PERE.
4.3 WEEMIEE

AR SN 2 A R 2 AT A B D Veg-16
W 286 SRy 191, AR SCE S Xt I 24 Hh B A 2 43 i) i A% AR 2R

BB B ooy SR A7 ek ik, an e 3 iR, C1~C5 3%
7~ Veg-16 RSB BEW e — B2 .

P TR IR o (1) 7 2 T R IO %) A P A A
Boa e 0y 1 H 2 8 T 8D B9 A 2 B SRR
HIE T B B4 J2 T BE 23 A B S B R A4 R AE LA F K
PRI B 43 05 BB, (A AE AR AR R A i ), T 3 i
N, HEZEEA R0 8 3R I e SR
FAR AR AN 15, 7T DAFE 328 T v B S (R 3R
T AN ) H 6] J2 T 32 B 4R A {5 8, P REAF 7 — 2 0 L
A FEF RS A SN RZ R X 2 A2
TP BRI A G 07 A E i i e )2 X
Al X 25 A4S A S AR R R Y v AT TR AR S
55 DAV PR i A3l M BGHR E AL A7 K

F3 Ve I RETRARNEREMSNEHES W H B HHINE BT %

2 Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-152 Vgg-16 Vgg-19
cl 88.5 87.1 81.4 91.6 86.7 100.0 99.2
2 92.4 91.7 86.5 94.7 91.2 100.0 99.4
C3 94.3 94.1 90.6 96.0 93.7 100.0 99.8
C4 94.0 94.5 90.0 96.0 93.2 99.9 99.7
Cs 90.7 90.8 84.2 93.5 90.3 99.8 99.5
C3+C4 95.1 94.4 91.1 96.1 94.2 100.0 99.8
C2+C3+C4 95.1 93.7 90.4 95.9 94.0 100.0 99.8
C3+C4+C5 95.3 94.7 91.0 96.2 94.8 100.0 99.7
C2+C3+C4+C5 95.2 93.8 90.3 96.1 94.2 100.0 99.8
C1+C2+C3+C4+C5 94.8 93.8 90.4 96.0 94.0 100.0 99.8

TE SR A5 SRR G 1 o, 38 AP i 45 R R R Zebriit.

4.4

HBLSE IS
MAGA ) RS R, B E it & T
XTHUREAR R IEREME . S T 28 A0 RS 1 Tk, T
T AT T BT 98 25 B A AR SRR B A TE kAR R AR
6 FE B Mo P, 9T A SRR A B T i (9)~(11)

16 B8 H ) Conv3_3 JZ A FH =l H A5 e& 823 5 i AT T
F A AR T =R R B Sl L 7R

FIATTEOL T, L5 BOPEBEHR R S 1 A A3 2% R,

KW MAGA 7575 I 1 4 1A 2B B2 AT 209

JFF 3 1 = A S R, b £ AR R T Logma= D, Ji(¥) (9)
FELE AT R BSOS AR IR Bl L T 1151 L= > A Of; (1) (10)
BB BE A B G 9 T R AR EE L £ -
o A A v BT T 21 B BUBB E L A ICTE Vg L= X( A0 +.)) (1D
T4 FEREFMEEI BT IR AL %
IR R Inc-v3 Inc-v4 IncRes-v2 Res-50 Res-152 Veg-16 Veg-19
L omal 53.5 52.7 39.0 59.9 53.4 75.5 73.9
L ean 91.8 91.1 86.6 93.2 90.6 99.9 99.0
Lixca 95.3 94.7 91.1 96.2 94.8 100.0 99.8

TE 2 L pgpmat TEBA BB AR T O OL T OUACIFIELLZ , £ o TETBIRBE L , £y FITZEA HEBE L . S IS5 TR S R L 38 — 1 45 5L

TRIZARIR.
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