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Abstract: The current evaluation of the post-quantum cryptography (PQC) standardization program by the National
Institute of Standards and Technology (NIST) has entered the fourth round. Bit flipping key encapsulation (BIKE) is one of
four candidates currently being evaluated. In the key generation of BIKE, the polynomial multiplication consumes a lot of
time and area resources, which is also one of the slowest and most area consuming operations in most cryptography sys-
tems. In this work, we propose an overlap-free polynomial multiplier based on the Karatsuba algorithm (KA), which can ef-
ficiently implement polynomial multiplication of tens of thousands of bits with low latency, high performance and small ar-
ea. This multiplier is applied to the BIKE key generation algorithm, which is implemented in hardware architecture based
on the field programmable gate array (FPGA), improving the original compact polynomial multiplication and polynomial in-
version algorithm. The multiplier proposed in this article can adapt to different requirements for area and delay by using dif-
ferent operand bit widths. Compared with BIKE’s original design, the improved design reduces the delay of the key genera-
tion module by 36.54% and the area delay production (ADP) by 10.4%.
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CA 24 652 6317 — 13.1 100
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BEA SRR B T KA B 7 B 22 50058 3 15 4 7
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