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Abstract: Transferring product to the entity which is not trusted by the administrator may lead to some problems,
such as product counterfeiting, smuggling, product loss, and privacy leaking, etc. Therefore, in this paper, a product transfer
scheme named BPOTS in RFID-enabled supply chain based on blockchain is proposed. Firstly, this paper proposes a secret
value sharing and verification algorithm based on Chinese remainder theorem and Pedersen commitment to achieve the
transfer of products between the designated new owner sets. And in order to improve system efficiency, we propose a meth-
od for the transfer of products in batches based on the homomorphism of Pedersen commitment. Secondly, to balance the
transparency and privacy of the supply chain, this paper proposes a pseudo ID generation algorithm based on symmetric en-
cryption. Thirdly, security analysis and performance evaluation are conducted on the BPOTS scheme. The result shows that
BPOTS strikes a balance between the transparency and privacy of the supply chain effectively and improves the efficiency
of transferring product for about 12 times compared with the existing product ownership transfer schemes. Finally, the
BPOTS scheme is implemented on ChainMaker platform and made available as open-source on Github. The testing result
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indicates that the efficiency of transferring product in BPOTS scheme is about 70.4% higher than that of transferring prod-

ucts in series. Moreover, BPOTS scheme reduces the costs of supply chain nodes effectively.
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